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\ (54) Title: INFORMATION RECORDING MEDIUM DRIVE DEVICE 





^ A. 18-byte CONTROL DATA 

B USER DATA (UserData) - 



Q of the encryption algorithm. f $si H ^7 



^ 004 /093379^LJ!^^ 



KG, KP, KR, KZ, LC, LK, LR LS, 
S LU LVMA MD MG, MK, MN, MW, MX, MZ, NA, 
S S S, PG, PH, PL, PT, RO, RU f C - SD, SE, 
SG SK, SL, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, 
Uz', VC, VN, YU, ZA, ZM, ZW. 

(84) S5?^ w5.Uke.ls.mw.mz.sd.su 



SZ, TZ, UG, ZM, ZW) a- * ^ (AM ^ BY KG 

S SFS S SI SK, TR), OAPI (BP, BLCF CG, 
S'CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG). 



WO 2004/093379 



PCT/JP2004/004909 



1 

w m # 



•«*»«* k?^«- fct 

(Content) ^V*-* , M*»* * > * 

M ^CD (Compact Disc), DVD (Digital Versatile Disk) * M 
D (Mini Disk) C/f-fT) »*UT»U-CV^. 

,H»V»^I1, ^OM^SFC (Personal Colter). CD^ 
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*E n tf- a »<f -* » 1- *«• =* ^ V " * C ° _ 

->W5, 

t«t4*8:t*<». «t»«tsi«*8. 

a ^^.«r/^W (Con 
tent Scramble l„ t.») 

y.^yy^fAttt. D vD-ROM(R8ad0nlTM.«ory)K. If* 



WO 2004/093379 



PCT/JP2004/004909 



tttfcDVDyv-tttt^i^fc^^^^ DVD-ROMtE 
^ t , DV D V i d .■oO»*t*V>XWOWtl»aiDVD-t* 

^^^t^o-o^, d .cssmum ******* 



WO 2004/093379 



PCT/JP2004/004909 



tt *< **t« if P *-**S^T P ^~©tt**ff ^ 

hP-Mfc«> 4: b"Cs CPPM (Content Protection for Prerecorded Media) 
t CPRM (Content Protection for Recordable Media) fc 3 . CPPM 
tt % W^W/B^^T (Prerecorded Media) ffi l-i^ * *tfc a tT- =* ^ b 
IK CPRMti, BMtft^^ (Recordable Media) JS 

Km*******-***""*'**'***' C«**^ 

L»U ^±5ftCPRM^CPPMl^t^W^^P 
C P PMl-*3V>"C fc,<fc©iSi»l»- J:oT=i c r 

ftXIti (#|Wi2 0 0 1 -S513Sm«)*Wm«» <** 
^2 0 0 2 - 2 3 6 6 2 2 fc*V^ IS»ttttfc**r*-* 3 ^ ^ 
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5 

wc*mm* ******* ********** » 3y ^ a ^ ' 
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6 



2 VK^^Xm 2^^*"Kb2 ^>^^ I-** 2yP ^ 

i , k 2 ^ b** i »**-k i i vm****-* 

< tt^MK: J: D mf!BJ& 1 *n y * *-K b 1 Ufe* L** 1 ^ * 

9 dp- — K b 1 ^S<3V>Tlf^fB^^^^^^^^^ 2 ^~ K< °** 
ftlft*tf Ur» 2 Kfc»#U,*#bfcJS2 Ki» 2Bft*-K 2 

t vm* < nt**^ * t> SMB* b 2 i-** 

m«v*k**» ^i2M bit « k k:»<5 < mic * 9 2 
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7 

ft kid, *»W«)*2roflJ«Btt. 

tfls * u.** i ^ ,f *-k b x k^-camm****** * 
«hb* x *- mm** < b*mk umii^"*-" 1 



15 



20 



25 
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"ImZ L- fk.-^-c****.** i * ***** 
f wtw «f-n t^W*h- Kit, - 
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20 
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>f b /v^^^r- t 6, 1 tf * ffl U«« * < ^ 

M «■**«*» * 2 K»U bit n t < * * *** 2 

K 2 tr^^-T S * ^ * 7 s ^r^-T 5 - * * ^ 5 • 

-K s Kl*<5V^«(re» 2 Ft***-*©****"** 1 -*** 
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tt^M^M^^t^^ 2 K k X 2 IB^-K 2 fc **tt 
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ft *r-r s - * * w * * ^ 5 * * mm * m 5 " & 6 ° 

£j£ Lfc* 1 V * *-K b 1 «<5V^« **** 
Kfc*<^-C* 2 y n y * *-K b 2 
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raav^-c (^-i-- 2 > ** 

K2 ) tt J:OTES*-K 2 «#t 5 r ittMi ft 0 - K««*»^-C 

ft*, #*ft^5^ 
ft**-C«*i-*B«K*< CD^DVD. MOft*«« 

8BBi | i :«<J<J:5»*ft»«KJ:oTllfe*»»:48-«f**!>- 

as ibi - m «= * * t> ro 11 14 18 & * v '° 
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gift, W g*wrt*^5?^Mi"«afflt5@t«. 

0 5(4 Sft*-©*!*^^^^™^ 50 ^*'*- 
08t 4, ,f^W©«*^-^*&<*^ 5la ^ &5 ' 



5. 



II 214, »*ftf-#»«*M*'-^^ 3 »**«' r *"' ,r * 8 - 
01 314, j/-K*«»**«*«K-=>^- c » wrSla ^* 5 - 

015(4 t ,-K««»»»«*«< covvt *""*"*"' ,J *' 8, 

0 1 6 .4.»*K««* F»-f ^ItMM*"^^ 

x«r»W-f 30T-$>3o 

0 2 1 k » t ««»■«■»»' - * *« ** 5 
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a *s->r * * *R w-r s a t? * » • 

aT _STD (Transport rt «,. Syste* Target Decoder) *«« **» 
5o 



25 
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m (a) WESWWSWf-^M^"- hW 
(User Control Data) t , 2 O 4 

^ ***** 

( b , tt . * Wa ^«l-^ (1AU: Aligned Bnit) 
tB.*«f-^^^«*t,««S«r«lAU (Aligned 
Unit) &i41B-f3. 

f5i fcj&s&^fc&So 
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«t«»MSi«,- mm c>- K2) t 



(TS) /^>mh5. + **>*. 3 2X19 2- 
♦MWHOOV-FM (V-Kl, V-H2) *K*U *V-K 
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3f-Kb 1, Kb 2? 
5. 



19 



mUC^,/. 2 0 x M P E C «»vi. 

Ew ert S 0roup>=-^13 0, A/D. D/A— ,14 Mxt 

Memory) 160. CP0(C^1P B ....1M W 01T. < *1«0, 

« i . 5 . ^ . o . w ^ " 



D/Aa l 4 1 fD/A (Digital Analog) 3E»-f 5 - * "° 

«»t it, cm 

= m- nil * t* 1f,fOLSI (Large Scale Integrated 
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Circuit)™***.^ 1 X 0 int*»5fti - * Lt»r, 

k 9 x r *»***>*fc**i=* o -cawr s s. t * **** * • 

»-.*•! 50B,S^, f»*fiAffl* I / F 1 2 0 MUfcWW* 

romi 6 on. «*.**, fc5^tt, 

Ta«h5et«^^W« CEKB (Enabling Key Block) * 
CPU170I4. ^!18 0PEtS»^^ A ** fftS - f:i: '- 

MPEG3 - f ,H s o*s*#*aa*©i s o**«Wi-«.>*9 i s o 

U17 0»«ffJb*Wft* , -**««-»' 8 * Kf-f^SOtt.f^T 

1 X 0 ^LtWSfrSf^^-^.EM* 1 95CWU 
IB«S*3. ft*. ^»«a«o M i eot, 

s i 8 o cuss-rat 5 i-#i*i-^t>* 

15 _ 

K»«# 1 9 5 (4. »\ * tf . D V D . C D « O*^ 4 * * . *««^ -< * * . 
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9 514, 0 0Cft»t5»*t LTfe-tV*. 

g + 5 h 9 v^*- ^ '« 9 m Lfc ' 9 *~ f * " 

IttfATS (Arrival Tine Stamp 

.Bovver ««-c«wr*. '**. nK#t<««« 1B .° - TS 
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Wgifi2 1 0J±a#©**!> 1 8 0 (B2#D fcfcttl^*^* 

WttikUt^^ ID (Disc ID) 2 2 1**fcB«ft*^*»*5 
IB«**L-CV^ r^MD (Disc ID) 2 2 

flM»*a*«2 1 Oft, *:/s i oiwt, -***-*-2 

11 ^7^ID221WT 1 ^**H**- (Disc Unique Key) 

fcfe*^*. ^**H**- < Disc Unique Key) 

• Tft, 04 (a) f-f**ID (Disc ID) 

b AE S (Advanced Encryption Standard) #-f>«r^ 

(MasterKey) br*ffi-***^ ® 4 < b) 

+ X*>\C\ FIPS 180-1 Tfft«>6,*LW5^y^»««kSHA-l^ 
^ f ,^ID (Disc ID) ^^ha^iO*****^-** 
A*U (DiSC UniqUe 

Key) fcLTfcffi-ra^ft^afl"***- 

|S# 3 yfV^'^2oO@titfe5N (Title Key) 

1, 2 2 3, WV*-2, 2 ?4«r*«IB»«IE#2 2 0^b*ffl1-. ? * 
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D 2 2 1 t V - *■* ^ 9 

^^.^S 1 0 ZSlWf^S 1 0 3WT,f^?B**- 
(DisdMiaueKey) fc#<^*- (Title Key) 1. 2»>&. > 
(Title Uni,ue Key) 1, 2 tr****. 

SfeK. «M9»2 1 OB, *T-^S 1 0 2*tW^S 1 0 3 
e *V^T*lftU«:2^«>*-f I'"'"**- (Title Unique Key) 1, 2t, * 
«B««#2.2 0*»b«*BJUfclL«V-K(REC SEED) 2 2 5,^ 
t ^f,^»««i«-3Vt, ^^104, 810 5KJBKT, 
(ESC*-) Kl, K2*t«ti. 

, f , /S 1 0 2~S 1 0 5»V^*fft5 2-o«)Ef*- (REC* 
-) Kl, K8e4Wl«fco» , t- @5Sf#»l.tt8»t5. 

05 (a) B.B>OXT»«10.. 810-4»»«e**B»*- K 
1 0 £A. 05 (b) (4, 13.^3108, S 1 0 6»M***» 

ES (Advanced Encryption Standard) *t*l*2 7 U^U 

S 1 0 1 Tf^ia Ufcf -f ^ * Btf*-*** (Decryption) 
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^BUM^^^UHES (Advanced Encryption 

Standard) **«»« 2 7 2 CA* U ^ 1 

« (Encryption) t*ffU, ***" 

lt uK (si 04) •rs&a-c-fca. 
Eis (b) rojaas, ««fH**»* ^*- 2 * AES 

■ (Advancad Encryption Standard) rtf*«S» 2 7 4 CAA U 

0^«Ltf-f^9**- iSiLm,l!a (Decryption) Sr**rL. 

«UEr,-F ( R E C SEED) 2 2 5 STAES (Advanced 
Encryption Standard) 2 JStWU ^B**-2«l 

R tt*«H (Encryption) fc*f U-CB« + - 2 *** (S 1 0 5) f5 

„ ,**n*+* 1 t 1 c,b«*-k 2 *a« ♦««■*■*=» ~ 
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***** 2 8 4 B». B#*-K 1.K20 2 o«>W**V^***« 

#S S JtfcflUHt?'- # S H S . i © £ 5 *5= -f * *• Kit*" " k » 

fat y ? 2 8 l#IOiJ4«lt«M-* I "- M * ! ' ,S 8 1 

M? (mid) ifettUT, mtM^rynttE^T^M 

««B*2t#2 2 0 (C b^- 1. 2t*»U ^"2-"" 

-eiJKJoo^ h 2 2 o K*l*t5: k ft < - 1 
•o»**««»**»6.. 2^MH*M*-1. ,**Ht«*tW 

y ^ <4 f, * * V- Ft UTW^KftiK* 2 2 0 l'**+5. 



3 7 (a) ©J&SWtt, 7 s -f f 
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15 



20 



25 



0 7 (b) f^«-y-i-t-a^7< 

W«JiBS»2 2 0 C W5«m<t5^Mi«5. 

-K«« (V-Kl) * 2 7*. , ? ,y S1 04»^*^- 
0 8 K*V^. Watt, 3 0 0«ttt L-C*ff **•«. i » 

cb) m****^*. 

* »W«»»tMl»r» (1AU: Aliped Unit) **S. 
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Unit) Srttffl-rs. 

h 8 0-2 t . ««» « 9 » » 

0 8 K «v^ 0 3 ^k.PMW***** »»-«>»• 

T v ■? # * * H b T & 5 . 

VVCAES_G». AES**»«*Si*U«:«t** (Ke, Generation) «■ 
, AESJtt, AESWl«»^f-«* (Decryption) 

* K . ..WT^S 1 0 7 3 2 TS^ ? bH*S-f 
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08-3111 ©«*M^i»*^**fc *^^ S 
10 8~S111^U^^S112I^^^^ 

^sios (03, B8#l) -ett. ^^sioewtft* 

Lfc^a y 9 *-K b 1 UfcAES**ftlSr*fft«.^r^S 1 

^ 3 0 *fl>*ft < fc K*« (V- K2) * * 

(V-K2) 312ft, ^jr^-KbltrlflUfc 

, f ^ S 1 o 6 i^rts.^^^Kb i Wfl!U«*ftlo** 

2) ^iffltSo 
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^ y /S110 (B3, B8#l) ^ sl ° 8lC*5it?>^^ 

^*r-Kb 2 ^fffltSo 

^Sll 2Wti^^t,**TS^^i:U«ttfMPEG 
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vxmn L*:«tf r». k«« k n s 1 1 301 ^ 

■ V - Kflm (^Kl) 3 2 1. *-F1*« 3 2 2. 

3 2 l«JH,mSJi»^^*- Kb 
H 9 KljSV^-C, »l*tt3 0 0ft*ttfcfCKff^6. 

mi^*. a^Hi***^**^ (b) ^iw^stsi^^f 

h (1AU: Aligned Unit) t?*>5. 2 2 0 IC** * 

Vn-C. SffMW'feSlAU (Aligned Unit) &ttffi-r<5o 
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mu it****™********!""** 1 " 
T s » ufcf - "*« c v- k i ) s 2 1 * ae s 

X 0 8~S 1 1 1 ^SWl^t^St^^. 
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s l o sm^f^-^ 1«JIU*W104*^^ 0 
***** ~-ir?w©*WTs 

^^3 0 2^*4<H K«* (v"- K 2 ) 3 2 2 

t ^» 5 9 5 2*4 fOTS^sr H8 0 3C|WlW»t 
2 2W^8. + V-K*« 3 2 214, 

y h 3 0 2 fc:!B»£ft-CV^o 

.2) &l4tilt5. 

|8OtW^^^S109tt^n»^-Kl,lrtJltfc«W 
S,^^, *-K«« t^^S 1 lO^^M 

^8110 (Bll, @9#i) Tftt. ^7/S10 8!C^ 
n y * *-K b 1 Lfc***a©»**»**«'fc** T 3 ^ * ^ 3 

0 4 fl> fctttH Ufc V- K«* (V-K2)fc,^3105(BH #»> 
fe^t4rtlfeB«*-K2fcfci<J^t,AES**»lt«fiU 

v 9 *r — K b 2 Sr^Wi-So 
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W TS^y ^3 0 5, *.klHK*TS*4ry h 3 0 4 -fc-V*** 

(i/ - K l) fc,B»*-Kl ttl^t^tS^P^^Kb lie J; 
oX«*ftl/t*ftt5i*i Lit. 

TS ^^ 3 0 2 Klftftl U Ff» (f- K 2 ) 3 3 2 

•rt©*OT S^^y b 3 4 1 UHMflUfcf|-e*>5. 

ft*, (V-K2) 3 3 2H\ H8, 0 9 K* V^T»W Lfc* * 

NHL ^-K*« (*/-Kl) 3 3 1^fflt^#^57'n^^Kb 

si 2it*^t\ wwiMfcs oo«i ux^tT^tLSo r 
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10 



15 



oHWtt. *MX*MttMUt (b) MMKMtSi" 

(1AU: Aligned Unit) f&S. «MJ«(*2 2 0 ******** 
<SV%T> WM Wt*5 1A U (Aligned Unit) + 

_ , 1511 ? t£33V' i 'C* m3tf>$&S*'7 l S'^'£'"' 

w ,y S10 6 (011.012) tt. 
, T h*»&S6*U UfeV- K*« (*- F 1 ) 3 3 1 *AE St* 

U ^^104 (HUM) P»«t*tfc» 
*_K 1 *Sffl tWESWiiW „ , *-Kb 1 
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' ** 6 . (V-K2) 3 3 2«^n.,^-Kbl* 

2) **&m-t-a. 

»-k*« (v-K2) **r**s 1 1 
,^bujo (in. BnMlt"*.^^ 81 """ 
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fig) K *v^4lJlUfc««*-K2 1:CK<5v^ AB8»*»lWtTt, 
^oj.«- Kb 2i»Ult4. 

V-K*« <V-K2> *. t,-H«M» (V-Kl) t- B«*-KltK« 
#»*B:*V^*, f-F»*(f-F!) ***** *»b««**6£ 

oVx-CMI^S. 0 1 3 14, II^^Ef-KW (V-KD **** 
^ V _ KW# (V-K2) #. ,-ff-^lo 0 TS^ ? H^« 
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^-Kb lfcJ:ot»*ftt«*««i ^ «*tfBl 3 (a) ~ (c) 
®«J*#*>&. (a) tt, f-K*« (V-K2) C^P^^Kbl 

(b) 5/-Ffl!f« (V-F2) Sr^tfTS^^-y KO-»«*«:^ciy 

15 

3 ^2 8 2 (06 K^TT*"- K*« F 2 ) 

fcftftttJN?- CM I D) tTS^y M*fc:**U f -f * * ^3t^ ^ -f 

N 2 8 3 (®6#^) KL*WC. Kit * (f-Kl) &*<3V^fe*^ 

20 f^^^l-MtS. 

(c) tt.'^-Ftfra (v-K2) miooTs^s' 

25 Ull 4ln*M-«tt. V-Ktt* (f-Kl) i:^™ (V-F2) *H 
<fb£*b. ^-F«» (v'-Fl) iH-OTS^yf^**^5. 
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(d) ft. v-K*« CV-K2) ©*t^^*-KblK:iot»* 

(e) it. v-K*« mTS^ybo-M^f 

^-KbUiotitwfc«tfc5. (f) ^ ^Ktt*(*/-n) 

B H^t«tt, V-K«r» (V-Kl) iV-KM (f-F«) *^ 

( g ) f±, K*« (V-K2) e»t^»»*-»»«'«* 

£ T 8t ^ -ft L. ft. 9* — # W * ^ "J" 5 • 

(h) 14, V-K*« (f-F2) 4^TS^^®-9SS^ B " 

ft«-e*5. 

Ut-b 01 3-01 5*«tT»»UtJ:5C, i>-K«« (-V-K1) 
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s ^_K««(V-KD *fflv^3U*SH5«s tSfc^^M 
b'ipt,t«ft* HTM 3 *vs o-c. ****** 9 

»*WC£*!K V-MM If"") ®»«* f-K«« (V-K2) & 

I*] 

sen: p c*©««»a»«K»''^- «* *-f v * 7 mxusc 

SI, 1E EEEH 9 4,USBW^-^UDVD, CD 

KiB.il5WtiJK. PC«OfM«M<10t. DVD. C 
DVOlMKftK* 4 3 0 *«* Lfc*»E*SS* W^.Ottl* 
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10 



15 



20 



*MK*»,-C. 

B17K ,P c «e*««a»* soot tt*RB*S«* K7^5io» 

v*-c e«^f yy *w* ufc«r««s»** b 2 0 or -*ss*m u » 

5o 
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-^-511i:r^^ID521 ^T, 7*^ ^H^—CDisc Unique 
Key) **kl$.-rZ>o 7*4 (Disc Unique Key) 

Ei^ yf ^ ^ © 2 o©@tit & 5 Wv**- (Title Key) 
1, 5 2 3 , Wl^-2, 5 2 4 &'lf#IEM£ft5 2 0 b ^Wi", 7*>f. 

MD5 21 fc*t-t-5*>r wv^-as-itKifcfcT?***^^^ 1 
D5 2 1 tmmco.^mx^ ^ |f/fyx!) 

15 

^l^fj'/S 5 5 2*5J:tf*7 i $>:7 P S 5 5 3 t*3 V*"C ,7 s -f * * 
(Disc Unique Key) fc^h^- (Title Key) 1, 2*>b, 2o©N f 
(Title Unique Key) 1, 2?r^t5. 

20 $ feKl, K 5 >f:/ 5 10ft, ^^8 5 5 2**^5'^ 

S 5 5 3 t*JV^4^Ufc20©^^ b^it^- (Title Unique Key) 1, 

2t. mmmmmfts 2o^b»*mtm^K (rec seed) 5 

2 5. fcS>f yfy^^ 5 2 6 £lz:£<Jv^ ^f^S 5 5 4, S 5 5 5 
*3V^> 2 0©1B»*- (RECH Kl. K2S:4^f5. 

25 

^y/s 5 5 2~s 5 5 s^&^xmft-rz 2-i<DUm*~ (REC* 
-) Kl, K2©4M»> ife|!iH5«r#HibTttMl>*ia*), 

b/UH**- (Title Unique Key) 1, 2 . 5 2 0 6>K*ffl 

UfcSSflfcV-K (REC SEED) 525, WSi-f V * * 5 2 6 itl 
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<3<AES (Advanced Encryption Standard) flf-J^St- ± 9 £ ft 5 . 

ft*, *tH7fc#lLtBWUi!l, B»i"-K (REC SEED) 
5 2 5jl^^fy^ 5 2 6 £if$&|S«#5 2 0mftftt5tt*>9fci 
g tj-n ^^) »K:R]e*h5a«:f©9y^*ftf^^^^K 

±«©V^ft*^SfeKU:9,^y^S 5 5 4, S 5 5 5 

_ Kfl MB (V-KD 5 2 7 ^ ?fy^S 5 5 4fc*V^Tfe*Ufc»»*- 

Hi sicaav^T, 08-11 2fc#RabTlMLfc£li«, to 

M 6 0 0 U-C^fr^ft.So i©tta^tt, 1 UtT 

rhh,* (b) ifeamttKHBaii-s.^i-ftfe'fe, w^MMfin?**!*-* 

h (1AU :AlignedUnit) tffoSo ««B»I#B 2 Ofc»ft*hfc»*ft 
7 7^^»<5V^T, mt^S^-efoSlAU (Aligned Unit) ^iWfSo 

Ki^e ooi^tis i s^-r how*?*-* 6oi**6i 
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^<f?- 9 (HfftaVfyym) 6 1 4 4^ 

}£#flJ£*L5o a-ff-^0»TS/^y h 6 0 2 fc, » 5 9 5 2 

6 1 zaSa-ff^rtO^TS^y b 6 0 2 rt fc«F*ft **L"C*lh 

^^S 5 5 6 (B17,B18)B, ««»ftj«t*©«l*P^-^rt*>6, 

ff^tU Ufci/- H*« K 1 ) 6 1 1*AES*W1»W ^ 

^^S 5 5 4&»V>T4*UfcB«*--Kl*iflt*:AESma 

* It. Ull 7<D*Ty?S 5 5 7fcL*5V^ 3 2TS/^S' bJ&»&fc<5~- 

wc*i«a*t-c\ iih^*©*****^ s 5 8 fc#vvr**a*ta. 

*T**S 5 5 8 ***** 5 5 9 in 38 V N ~C % 

-fc 1/ * * * ^ * ^ Ri J: 9**5*- * ^ ** * frs* * y 7 S 5 6 3 Ki* ^ X * 

^^8 5 5 8 (mi 7. 0 18#i) Xf±> ^^sr^S 5 5 8fc«JV^ 
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S 5 5 8Uft,^ 9 n-Kb IfcDitfcltWlOft^^-^ 0 
V 6 0 20H< tl*- KflM» (V- K2) 



»S^, h 6 0 2fcWu + ***** 

2t»»t8fe*K«^*^ lf *« ( ^ K2)fll 2 ^* WS ' 
^** TS ^ 9 h 6 ° 2 K1W1 *** L 

tux, «*ts^^ 8 0 4WS^ t/-K«r« (>— 

K2) ;&S£*ft5o 

5 6 S»C»tt6llf*fl3ftatt, K9>f ^5 1 0 fc, 
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5 3 0, 5 4 0KL*<5V , '-C*tT3*b5. 

«««•■* F^IO i-MMSS 5 O O tt^SE^-Km 5 3 0, 
gcRbl (64b i t) lltM«*"^ 51<IC8 * t4 - 

autheaticationCoae) ***-»"*. **MAC«* eKm(Ral||Rb 1 ) 
fci-* 4*. eKa (B) tt, *-K a |C t B U 

UuxC , e Km (R a 1 II K b X , fc . MM- • 1 ******* 
5 0 OCiS«-rSo 

5n „,t,MAC« : .K» (RalllRbl) 



20 
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5 0 0 icSMt"*" 6 o 

1#«SlS§fi 5 0 0B,^^S57BWt, *«SL*R a 2 
S8.ftRb 2 *fc*<*V^ MA CUt: e Km (Ra 2 || R b 2 ) If 

Rb2 ^r^S 5 8 3 WC^lfca*R a 2il^t,MAC 
H-eKm (Ra2||Rb2) £«LtB1-<5 0 ^^SB86fc^ 
X *WLfeMAC*i,*«*a»t5 0 0^6JflrtfcMAC«it»«! 

-stfttf, *«B«k*#K9^5 10tt, twits oo« 

§ 5 0 0fi,^S 5 7 6 fctfWC, &*R a 3 * 

ft«Mft* K7^510lt7T^S 5 8 6 fc*V^ «Ra3^ 
*J*U ^^3 5 8 7 Kl*V*t\ feI*a*R a 3 5 0 0 

S«|fM^Ut,^^-Ks = eKm (Ra3||Rb3) 
-f 5c 

SW i t 5 0 OA. ^T^3 5 7 7 fc*WC, 4«Rb3 t If « 
m (Ra 3 || Rb 3) &5?ffi1-5o 
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(Ra3lRb3)^t^t^^o@17l^r^S 5 6 0, 
5 S 5 6 1CW@1 9 *#»LTRroLfcfts«fc*tfc'*"S- 

MLf ^n, i^tr> a v^-k s vmmmmmm soot 

2,3 5 6 3 ©«*ftft«#**IB*«* F.7^5 10iaotitT^5o 
10 ^ y ^S 5 6 20«tft»S«^f^S 5 5 5K:*^-C**L*:** 

eKs (K2) ^S 5 6 3ft, ^ SBB 

8 Hi** 5^* * 9 ^Kb 1 Lfc**««©***#3**** T 

B»*ft-r«»*r±. ts^. b 6 o 4 -»t?*> 

20 mi 5fc#l»UtftBUi:*inJfc5. 

^^8 5 6 2 fc*5V*T\fi»*-K 2 <Dir * V 3 V*~K . m * *** 
fc^-***,*^ ^^S 5 6 3W^ i/-K*« £ 

25 * ( B l BOTS^sr h 6 0 5) jl**B»«*K?^5 1 Ofrb, ft« 

ASMS o 0««*M. f W*W 
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^^S5 6 4»ZVX?y7S 5 6 5 fc*Wt, 
K8feIfflU**ftE»^eK. (K2) t**UE»*-K2rt# 

*#t5. H 1 8 fc*tT S/<*- 8 0 6 m^fc^ K»« ( ^~ K 
2) Sr^tfo 

•7X*1bZ 0 ^ZS 5 6 7 (HI 7, 018#i) tftt, ^S^S 5 6 

IfTS/^? M6 0 7 

pTS^y Ml 6 0 7^iWTS^. H06lttWn 

* fc ft fc*K * ft 5 K*« < *~ P 25 *^^ ^ ^ ^ 

( V- K 2 ) *3 i^|B^^r-K 2 ©K#%* y f ■ >/*-T?**fl5 
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jvtt fl , S jaaaB5 0oro4>T-,«iliE»*-Kio«#*i**^^ ns ' 
0 2 OK, ->-F«M» 1V-KD t- >s-vmn (V-F2) tt«- 

_ f? _^ rt aTS^^ F 6 0 2rtML«^t.*KB18* . 

flft. V- Kit* (*-- F 1 ) 6 2 1 , K«« (->- K 2 ) 6 2 2 , H# 

^-ff-^OSSOTS^;: F 6 0 2rtC***nfc«Tf»»S. 

4*,V-F«i(->-H2) 6 2 2 14,01 8fc»V>t»»Ut«i««- 

■^•Woh^-ff-^'M* 1 "^!. F 6 0 2rtfc**Sft 
5. 

yy (IAD: Aligned Unit) TfibS. W«B«K* 6 8 0 IC******* 

fc 1f-#«>«**9**IM-**«B»*« !l '»- f5 ' 610, *'" , "'"* rt 
©77^K*^V^-C.»S»«ia*«i^*'5 1AU(Aligned0nit) 4rttm-f5. 
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^S5B6 (H17.H20) 

< T3^^^6«*B^-l'»«^ lfl)821 * AES ** 
*M*fc*v^ *«d**»*s 5 5 4 (0 1 7#ft) MV^**bfcB« 

^017^^8 5 5 7l^t, 32TS^ 

^3 6 5 8 (H17, H2 0#HB) ^^ssset^t 
S 5 5 1 ^ffltfcitf 
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2 2 ^tntV> 5o rfc*** ^ K«« K 2> 8 2 2 

^ 6 0 2 tciia»§ti/-cv^s. 

2) dS^*tbS. 
HI l 7 ©-fe-v^ ^ry7S5 5 y^.y n ^ ✓ -i 

5 3 0,5 4 0fc»O^T*tT3ft*. WSSEKVaKi^"^ 3 

wait, laig^wutsfltjta^fca. 

^ f „^S 5 6 2 . S 5 6 3 Off t«K»«* K?^f ^ 5 1 O Pi 

:J ie,o»Mi) , -» MioeT8/<*»HOt) *tt«Bfttt* 
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K s **« IrtWM*" e K s ( K 2 ) M »UW«^» 

»,„■». 0 2 0 WtT8^, b 6 0 6 *«#**.*:*'- K«« * 
2) Sr*tf. 

*y , y S 5 6 6 tt, H»« ( V- K 2 ) t . * " » * *- 

(*,- K 1 ) t , E«*-K 1 t B»^T**i-8^«» » *- *-* b 1 K * 
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m 2 1 K*i-fU*. Kflt« (V- K 1 ) 6 3 1 ft*-**-***** 
TS^^ 6 0 2H^U K«T» (*—K2) 6 3 2 

438. i/-K«M* (V-K2) 6 3 2f±. "BBl 8, H2 OfcfcWCfWIL*: 
Kb 1 fcto-Clt*ft*^*-f^rtO*2®TS^ y b 6 4 Irt 

(b) Mi*t*St8 1« 

y h ( 1 AU : Aligned Unit) 

R 2 1 OftlfcO^tBWt*. H 2 1 fil»V^, H 1 7 OM^f '^i 

^^S5B8(B17,B21)li, 
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^,_Kb ! tWE SS**S4*fft5.Sf M 

fc0 »-ff-«WT8^»>W5'-f»«l ! '- |,1) 5 2 
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2) as^ftSo 



5 3 0, 5 4 0 fc*^-CS*fT3*L*. tt£M:»«**t^** B ^*~* 

, f ^S 5 6 2.S 5 8 3©«F*ft»a**«»»it#P9>f^5 1 0H1J: 
oT*tf ftttS. fftfet». *T**S 5 6 2fc*Wt:, Bft*-K2®*f 

SJL, ( B 21OTS^^60B) 

w y 5 iou»bs 5 o ok:*****. -rftfet>, 

1f#^S^B5 0 0 14, K9>f^ 5 1 0*fe, £*L&©5*-* 

K.«»tt»*m*-eK. (K2) mttE»*-K2ttt# 
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nmm 5 0 0 ©<^«*.*ib**-k 1 * * *~ Kh 1 

5 

10 0»20^F**('/-K2) *,»0«/-K««(^-Kl) *mmVX 
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25 m 2 2 Sr#fSL"t:ift93**"5o 



HI 2 2 |c*^*a«K:*v^T, **fi**fc 6 7 0 fctt* * *fc=* : 
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*tt#6 7 0Of^^tilt,PC^itWSt6 5 ofc^t»4 

6 6 i ^^tilto ft*, 8 6 1U, ii^ite 5 oflltft 

fiEft**K9^/-8 6 0li, f-f^^ID (Disc ID) 6 7 1 fcffittB 
ft«#6 7 0j>feKtlit. f^^ID (Disc ID) 671ft, 5*-f**H* 

5 , «*i*HR*W ******* y ^ hM v ~ ^"^^ 

5 0 

„^ 66 i I D 6 7 l£rffiV^T,T f '!'-^^III^" :3f ' w ~ (Disc Unique 

Key) tft*t«. *-f**H**- (Disc Unique Key) ©jiflcttft**** 

E*3^^^i:®Stltk5N (Title Key) 1, 

6 7 2 * 7 0^b*Wt. **-hfctt. ^^^ Sif 

9, :o77^f;H^^ 



fcfc^y^S 6 5 2K1»V^-C, X^**©^*- (Disc Unique Key) £ 
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^ (TitleKey).l. 6 7 2H, M ^M*" CTitleunUue 

Key) 1 £r£j&1-5o 

, ^ (Title Unicue Key) 1 1f * 7 0»fe«* 

10 *«.«»ttWt« 5 . *< "Ule Unique Key) 

AES (Advanced Encryption Standard) eWiW!t*S«. 

i KIO St *f? ^ ^ D " * * - K b 1 * 5 * 

20 OV>t, 0 2 3 4#IBL.-C»93i~5. 

25 * AU (Aligned Unit) *T»lH-rS. 

. i_^flfflfljl=?-* 7 1 1 £, 20 48^ hom-Qrit 
7 0 1 *«**.*.*'- FW»T4#Mf-* ^ 1 1 
*^r„. 7 0 1 «. U- K««7 2 1 Kjt *V^* 
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#i jg * x y y # * & # b X fe S o 

^8 6 5 4 (H22, 0 2 3) tt. flmM**©**?*-* & 
5 3 MV^4*l«iM 1 lfeAES*Wi«fl ^* 

^S 6 5 5 (02 2, R2 3»R) ^f^S6B4Wt 

S 6 5 sm^^Mb 1 SrajiLfcrtP^M©**^*:^-^- 
^ 7 01^i WtfAESOCBC (Cipher 

Block Chaining) K «T^ffi bfc&SSr 5 . 

K?>T* 6 6 0 ^ffi*MM»6 B0imt5W*-K 
m6 8 0, 6 9 0fc*<HvC*ff***. «*• 

El 2 2 M**"** ^8 6 6 1 , 8 6 6 2 Rl*V*T\ » 3lME*«^* * * 



^ ^fy/S 6 6 3 (El 2 2 . HI 2 3 ©«f*fl5«.a^*«B«« 
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«#**.*:«*— s E *o-C*W«» 

aT?fo5. flilfAESCCBC (Cipher Block Chaining) *-h&>Sffl 

^H|t6 5 0 14, «a««*'K7^6 eon. **fl5=--y 
+ t y V.y*-K.t«ilttflt8AES«)CBC (Cipher 

Bloek Chaining) «- K*r*JB Ufc«**«**ff U a ~ * 7 0 3 

ffi ««tass« 5 o o »*-c,«*.riB«*-K i f * * 
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«*.* ^«AB»»HW«- K ^***ROM (Read Only 

■f*,*4*9, CD-ROM (Compact Disc Read Only Memory) . MO (Magneto 
optical)^*?. DVD (Digital Versatile Disc) . WW***. 

lH L AN (Local Area Network), ^ iV^«J- f !> * 
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ufcoT% KIR It tf4««tW»*S = "W 1 « 

r*^-c f-r-*« (->-i~* 2 > 



PCT/JP2004/004909 

WO 2004/093379 



b™* 1 ^~ KKl*<5V^* 1^^ ^ Kb 1 
2 5— KK:*<5^-C* 2 y xx y 9 — K b 2 ftfe* 2^^ 

2. «hbw«»«s«w^ 
*-k i . k 2 fcfe^u, «bfc» i ib^^-k 1 * tftia^ i K*«t 

-K2kK:*<5<***a^*9t(rB»2yn y ^*-Kb 2*£*U&J* 
Ufc* 2^^ df- — K b 2 tS<3 <***«K ± 9 



3. WfHtH^a^S**** 
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I D , * J: rJt«BflM»B»*# l-B* * 1 ° ® *~ ^~ K1f * ^ S<3V% " C 

}^£<5 < mF##aam i 9 stftam i ib»*— k i u 
ti<j<pt*»ai!:J: aria* 2*»*-k 2 sr^-r 

ttr^a V* — K s Sr^^-TS^IiE^S^t. 

fcferit U£J* Lfcjg 1^^ ^ — K b 1 fcJ6<5VN"C«*»*«t#fc*ft * 
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A ufc^ i^^ df- — k b i ms-sv^.* mmmmm^m is tnt#*to 
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mm******* * ml****- * Mt b 

rtF*-fc * *b Iff #fl5 3 ^ y ^ - 



i i . Solan 3 

5 ft* 

H&ia^ 2 *: 
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kM-K<3^tl2^P 5,^df — Kb 2 S:4filt5^7-5' 7 '^ 
15. 
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17. we****** 1 *- 
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'IL^^-km *«**«**»» * ***** 

20 . ,_, AW y f7 ,-,^lTA*t 5 ^-^«*W 
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■ < **ft« J: * fcW/- K«#** 

2 2 . If ««fttt*K:»tt « fr,*****-* 5 - * 

* t «»i i h-Km^xm i y n *-k b i 
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%\m 2 K©I^W^^ bt§ 2 v/- K£&#L.Ifc# Lfcfrl 2 v— 
YK^^X%2y"v2 v ? ^r — Kb 2 5 y ^ t s 

^^Lfcm2^u y^-Kb 2^£^<«#^S^,3; 9 {ftlEii #1E£« 
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